II. LITERATURE SURVEY
Wang et al., [7] have developed an analytical model for both single and multi-sensing homogeneous and heterogeneous WSNs to detect an intruder considering the parameter like node density, sensing range and transmission range. Dousseet al., [8] propose an upper bound to the distance traveled by an object in a straight line. They have considered a giant cluster of sensor nodes and assumed that the intruder moves with a constant speed and hits the giant component. They have developed a probabilistic model based on non-memoryless behavior and Asymptotic behavior. There is a possibility of the intruder misbehaving before hitting the giant cluster.Krontiriset al., [9] propose a light weight scheme in which the nodes monitor their neighbors. They have designed an Intrusion Detection System (IDS) to detect blackhole and selective forwarding attacks and further in [10] discusses about cooperative intrusion detection to reduce the possibility of the nodes being attacked. Since all the nodes are detecting the intruder and the neighboring nodes are exchanging the information to determine if any attack has occurred results in increased time and energy consumption. Ashfaqet al., [11] classify and discuss various types of IDS that are capable of detecting malicious behavior of the sensor nodes. Stetskoet al., [12] and QiWanget al., [13] present an IDS that employs neighbor-based detection technique. This technique was applied for the detection of selective forwarding, jamming and hello flood attacks. Here, there is a possibility of a malicious node pretending to be the neighbor node.
Brutchet al., [14] classify IDS into two categories: host-based and network-based. Further IDS is classified as signature based, anomaly based and specification based. Liu et al., [15] have explored the dynamic aspects of the coverage of a mobile sensor network where, the moving sensors are used for detecting the intruders. They have developed a mathematical model to determine the detection time for stationary and mobile target. The accuracy of detecting a stationary target by the mobile sensor is less and the probability of detection of mobile target by the mobile sensor node is less since, the target has to be within the coverage area of the sensor node.Wang et al., [16] propose a novel Sine-curve mobility model to determine the intrusion path using single and k-sensing detection in a given WSNs. There is some effect with variation of amplitude and frequency but there is no effect with the phase variation. When a Sine-curve path is used by the intruder, then it has to be approximated to Sine-to-Line factor so that there is a least probability of intrusion detection. Penget al., [17] perform analysis of each layer of networks in security model and describe the security management measures in the data link layer and network layer. They have deployed Intrusion detection strategy in the form of layers. Based on the existing encryption and authentication protocols a structure is built to detect most types of attacks in the WSNs. Zhang et al., [18] propose a dynamic key management scheme which uses cryptographic concept.
Misraet al., [19] develop a Simple Learning Automata model for the detection of an intruder in WSNs using stochastic learning automata as a self-operating learning model for reducing the energy consumption. The model consists of an automation(self learning system), environment(medium of the machine functions) and reward/penalty structure. The reward function is used to decrease the sampling rate and penalization function is used to increase the sampling rate of the node. Adaptive threshold is used by Techateerawatet al., in [20] to activate the IDS by the process of voting. But, the execution of the protocol is time consuming since, it has to sample every packet. Kung et al., [21] describe Scalable Tracking using networked sensors and Drain-andBalance method to track large number of moving objects and mobility patterns of the objects.Tao et al., [22] propose a sensing model which is capable of calculating the sensing signal and integrator model to detect the intruder using uniform and Gaussian distribution. Roman et al., [23] and Sun et al., [24] present watchdogs to monitor the neighbors and general IDS architecture for a static sensor networks. The energy consumption is taken care by the watchdogs which activate the global agents. Tran et al., [25] emphasize that bandwidth and battery power resources are the limited in WSNs. Mostardaet al., [26] present a new framework that is capable to output distributed secure protocols in the field of mobile WSNs.
Wang et al., [27] develop a probabilistic model using both Poisson and Gaussian distribution for multiple deployment of nodes in the area of interest and detect the intruder efficiently. In our previous work [28] we have developed a probabilistic model and a secure and energy efficient algorithm to detect the intruder in homogeneous WSNs. Here, fewer sensors are activated to detect the intruder, thus reducing the energy consumption based on the sensing range and transmission range of the sensors.Li-Liannet al., [29] compare Location based, Neighbor based and Probability based algorithms to minimize energy consumption so as to increase the network lifetime and suggests cluster based algorithm that identifies the redundant nodes. In cluster based algorithm the nodes that are grouped under one cluster head are off-duty nodes, since only the cluster head communicates with other nodes. Yan et al., [30] propose an Hybrid Intrusion Detection System within a cluster head. They have used three modules for detection based on the concept of neural networks i.e., training and learning: (i) Anomaly detection model-Rule based method, (ii) Misuse detection-BPN with supervised learning method and (iii) Decision Making model-Rule based method. Based on the training samples used for BPN the classification is done and the module is evaluated. Shioet al., [31] propose cluster based WSNs to detect the intruder using MAC address and keeps track on the inclusion or omission of the intruder. Ouadoudiet al., [32] propose a decentralized clustering algorithm called as Enhanced Low Energy Clustering Protocol for Routing in WSNs (ELECP). The ELECP is applied to areas where sensed data are not perfectly correlated.
III. BACKGROUND
Intrusion detection in Wireless Sensor Networks (WSNs) is of practical interest in many applications such as detecting an intruder in a battlefield. The intrusion detection is defined as a mechanism for a WSNs to detect the existence of inappropriate, incorrect or anomalous moving attackers. It is a fundamental issue to characterize the WSNs parameters such as node density and sensing range in terms of a desirable detection probability. Wang et al., [7] discuss two WSNs models: homogeneous and heterogeneous WSNs by considering two sensing models: Single-Sensing Detection and Multiple-Sensing Detection. All the sensor nodes participate in detecting the intruder simultaneously and continuously. This consumes enormous energy and reduces the network life time with any malicious node sending wrong information to the base station. The intruder can move either taking a straight or curved path. In addition, they discuss about the network connectivity and broadcast reachability in WSNs.
Tran et al., [25] emphasize on bandwidth and battery power as the limited resources in WSNs. An efficient way of utilizing these resources is essential during the construction of IDSs. Intrusion detection modules on sensor nodes try to detect the malicious action which occurs within its radio range. The monitoring technique like watchdog, local monitoring, etc., relies on the broadcast nature of sensor communication and suggests to deploy a large number of sensors in the sensing environment. The intrusion detection module activate only a few sensor nodes called monitor nodes and remaining nodes are left in sleep mode. This reduces the power requirement when compared with all the sensor nodes in the network being active. Shioet al., [31] propose cluster based WSNs to detect an intruder. The base station holds all the information of each cluster i.e., its number and MAC address. It also monitors any inclusion or deletion of nodes within the cluster and tracks the MAC address history and management of database. The cluster head keeps track of each node and sends the information to the base station. The cluster head receives the data, compresses it and sends it to the base station. They mainly discuss about the energy consumption and inclusion of the intruder as a node or as a cluster head within any cluster and is monitored by the base station and sends an alarm signal.
IV. PROBLEM DEFINITION AND INTRUSION DETECTION SYSTEM (A) Problem Definition
The energy consumption and network lifetime of a WSNs are interdependent on each other. The energy required for internal processing of data is less compared to the transfer of data from one sensor node to the other. When all sensor nodes are in the process of detecting an intruder and communicating this information to the base station a large amount of energy is consumed and the network lifetime is reduced. The main objectives of our work are: (i)to activate only a set of sensor nodes (cluster heads) to participate in detecting an intruder and communicate the information to the sink node. Algorithm is executed at the sink node and it sends a packet to the selected nodes to activate its IDS module.
(B) Intrusion Detection System
Intrusion detection is defined as a mechanism for WSNs to detect the existence of inappropriate, incorrect or anomalous moving attackers. For example, while detecting an intruder in the battle field. Hence, it is necessary to address the fundamental issues like node density and sensing range of WSNs interms of a desired detection probability. The two types of intrusion detection system are single sensing detection and multi-sensing detection. In single sensing detection, a single sensor is capable of detecting the intruder whereas in multisensing detection more than one sensors or multiple sensors are used for detecting the intruder [7] . The intruder may be detected as soon as it enters the vicinity of WSNs or after traveling some distance within the area of interest, since it is mainly depending on the availability of the sensor. If the intruder is aware of the destination then it takes a shortest and straight path, but if it is unaware of the destination then it takes longer path. The intruder can take a straight path or random path or a curved path. 
V. INTRUSION DETECTION IN A 2D-HOMOGENEOUS WSNS (A) System Model
A static, homogeneous WSNs model in a two-dimensional 2D plane is considered as shown in Figure  1 . The notations used are described in Table 1 . A set of sensor nodes N are deployed in the area of interest A = L * B, where, N = (n 1 , n 2 , n 3 , . . .,n n ) and n i is the i th sensor, B is equal to L. The sensors are uniformly and randomly deployed resulting in a 2D-network. In a homogeneous WSNs the capacity of all the sensors have to be equal and therefore all the sensors have equal sensing range s r , transmission range t r and node density n d . When an intruder is in the vicinity of the sensor network, a particular sensor node detects the intruder only if it is within its sensing range s r . So, the sensing range can be assumed to be a circle with diameter 2r s at the sensor node being the center point of the circle as shown in Figure 1 . WSNs consists of two regions, the covered region and uncovered region [7] . The region consists of all sensors capable of detecting within the circle 2r s is referred to as covered region within the area of interest and the remaining regions is referred to as uncovered region. When an intruder enters into the area of interest it is unaware of the coverage area by each sensor node in the WSNs. If all the sensors are detecting the intruder simultaneously large amount of power is consumed and there is a possibility that all nodes die together thus reducing the network lifetime. To overcome this problem a set of nodes are formed as a cluster. Each time the IDS activates the nodes in a cluster, the activated nodes elect a node as the cluster head at that point of time. The activated node within the cluster detects the intruder, thus reducing the energy consumption and information is securely routed towards the sink. 
(B) Mathematical Model
We derive the probability for single-sensing detection and multi-sensing detection for a 2D WSN model. Single Sensing Detection Model: Consider an intruder moving from the boundary as shown in Figure 2 . The intruder moves a distance D from the boundary without being detected by the sensor m 1 or m 2 , because the intruder is not within their sensing range. When it reaches a distance D, node m 1 (say) detects the intruder, the intruder position is now near to the activated node m 1 intruder is detected only when there is a sensor in the area moved by the intruder. The intruder can take a straight path or random path or a curved path. In this paper, for the purpose of analysis we have considered a straight path. The area moved by the intruder is,
(1)
which includes the distance traversed D and radius of the sensing range of the circle r s .
Definition:
Single Sensing Detection states that, the intruder is detected if and only if there existsatleast one sensor within the coverage area A.
Corollary:
The intruder is detected if it comes in the sensing range of any of the sensors, otherwise it is not detected if it is in the uncovered area.
Let us now consider that, the intruder is dropped from the aircraft at a random point as shown in Figure 3 , then the area moved by the intruder is given by,
(2)
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In this case, the sensing area consists of two half circles and the distance traversed is D. The intruder is detected if it is within the sensing range s r of the circle(cluster) around the sensing node as shown in Figure 3 . The theorems are stated considering that the intruder is moving from the boundary of the network.
Theorem 1:
An intruder is detected immediately by a single cluster head when it enters the boundary of a 2D-homogeneous WSNs. Proof: Let us consider only one sensor node is activated by the Intrusion Detection System to detect an intruder, then P(D) be the probability that an intruder is detected immediately by the cluster head as it enters a 2D-homogeneous WSNs with node density n d and identical sensing range of radius r s and is given by, 
where, m = number of sensor nodes in the cluster, A = area of interest, n d = probability of the sensor node responsible for intrusion detection.In this paper, only i sensor nodes perform the intrusion detection at any instant. Therefore,n d = (i/A). Consider the case when no sensors are available for detection in the area A, then, probability is equal to
Take the complement of probability to determine the probability that there is atleast one sensor node in a cluster in area A and the intruder being detected by this sensor is, ( ) (6) This shows that even if one sensor within a cluster is active then it can detect the intruder effectively, reducing the energy consumption, thus increasing the lifetime of the nodes to detect the intruder further. The remaining nodes can pass information to the sink by performing encryption on the data. Hence the theorem is proved.
Theorem 2:
No intruder can travel a maximum distance of D M from the boundary before being detected in a 2D-homogeneous WSNs.
Proof: If D M is the maximum distance an intruder can travel before detection, then the probability of the intruder being detected is P(D) and is given by, ( ) (7) where, i n is the number of sensor nodes(cluster head) activated to participate in the intrusion detection.. The area moved by the intruder is,
(8)
If sensor nodes are not activated in that area, then the probability of detection is P(0, A).
( )
The sensors are activated in the area to detect the intruder, then, probability is complement of the above equation, ( ) (11) that give the probability of detecting an intruder by the activated node in any cluster within the coverage area.
Theorem 3:
When an intruder enters the 2D-homogeneous WSNs then an event occurs.
Proof: The probability of activating a single node in a cluster depends on the occurrence of an event i A in a 2D-homogeneous network and is given by,
where, m = Total number of nodes in the cluster. If the total number of nodes in the cluster is i n then, probability of any node being activated is like performing a random experiment on n trials. Then,
where, n = number of trials that can be less than or equal to the number of nodes in the cluster m and p(i 1 ), p(i 2 ), . . . , p(i n ) = probability of the node being activated in the cluster.
Multi-Sensing Detection Model: Some applications require more than one sensor information about the intruder like finding the position of the intruder. In such cases, the intruder is said to be detected only when it is within a sensing range of y sensors as shown in Figure 4 .
Theorem 4: An intruder will be detected immediately by multiple sensors when it enters the boundary of 2D-homogeneous WSNs.
Proof: In a multi-sensing detection model if an intruder enters the region with n d number of nodes with s r as the sensing range, then probability that an intruder is detected immediately by more than one activated sensor node can be proved using Poisson distribution and is given by, ( ) ∑ (15) where, i n = number of activated sensors within the area A= ⁄ The area is only one half circle with radius r s . The probability of detection of an intruder by more than one cluster head is given by ( ) ∑ ( ) gives the sum of probabilities of detecting the intruder with less than i n sensor. So, the complement will be the multi-sensing probability.
Theorem 5:
The intruder travels a maximum distance D MK from the boundary before being detected by multiple sensors in a 2D-homogeneous WSNs.
Proof: Let D MK be the maximum distance an intruder traverses before detection, then the probability P(D) that the intruder can be detected by more than one cluster head in a given 2D-homogeneous WSN is given by, ( ) ∑ (16) If the sensor node are not activated in that area, then the probability of detection is P (0,A) . n 2 , n 3 , . . . ,n n ) and n i is the i th sensor, where, B=H=L. The sensors are uniformly and randomly deployed resulting in 3D-network. In a homogeneous WSNs the capacity of all the sensors have to be equal, therefore all the sensors have equal sensing range s r , transmission range t r and node density n d . If the intruder entering the network is aware of the destination and the network model, then it takes the shortest path to reach the destination. Suppose, the intruder follows a straight path and moves a distance D to reach the destination, then there is a possibility of the activated sensor nodes detecting the intruder as shown in Figure 6 . Now, if the intruder is unaware of its destination, it follows a random path or a curved path as shown in Figure 7 . For our analysis, we consider a straight path. The intruder can move either from the boundary or from any random point, i.e., intruder being dropped from air within the network. Boundary for a 3D-Homogeneous WSNs.
(B) Mathematical Model
We derive the detection probability for single-sensing detection and multi-sensing detection for a 3D Wireless Sensor Network model. Single Sensing Detection Model: When an intruder enters the sensing range then, it is detected by the sensors. When the intruder enters the boundary of WSNs and if nodes near the boundary are activated by the IDS then the intruder is immediately detected by those sensors. The information is later passed on to the base station by the cluster head. Suppose, the intruder is not detected, it moves a distance D from any of the boundary as shown in Figure 8 . The intrusion distance D>0 and activated nodes in the cluster is within the area A v . The area includes a cylindrical volume, length D and diameter 2r s and is given by, ( ⁄ ) (21) As defined in Section IV, the intruder is detected only if it is within the sensing range of the sensors.
Next, consider that the intruder is dropped from the aircraft and its movement starts from a random point as shown in Figure 9 , then the area moved by the intruder is given by, ( ⁄ ) (22) where, the area of intrusion detection consists of sensing range as a sphere, with radius of a sphere r s and length D.In this case, the sensing area consists of two half circles and the distance traversed is D. The intruder is detected if it is within the sensing range s r of the circle(cluster) around the sensing node as shown in Figure 8 . The theorems are stated considering that the intruder is moving from the boundary of a given network.
Theorem 6:
An intruder is detected immediately by a single cluster head when it enters the boundary of a 3D-homogeneous WSNs.
Proof: When only one sensor node is activated by the Intrusion Detection System to detect an intruder, then the probability P(D) indicates that an intruder is detected immediately by the cluster head as it enters a 3D-homogeneous WSNs with node density n d and identical sensing range of radius r s is given by, ( ) 
) where, m=number of sensor nodes in the cluster, A v = area of interest in terms of volume, n d =probability of the sensor node responsible for intrusion detection.
When no sensors are available for detection in area A v , then, the probability is, ( ) (25) To determine the probability of atleast one sensor node available in a cluster in area A v and the intruder being detected is,
(26) Hence the theorem is proved.
Theorem 7:
No intruder can travel a maximum distance of D M from the boundary before being detected in a 3D-homogeneous WSNs.
Proof:
If D M is the maximum distance an intruder traverses before detection, then the probability P(D) that the intruder can be detected within D M in the given 3D-homogeneous WSN is given by, ( ) (27) The area moved by the intruder in a 3D-homogeneous network is, Proof: Let P(D=D M ) be the probability that the intruder is detected at a distance D M >0 when it is traversing within the given 3D-homogeneous WSN as shown in Figure 9 and is given by, 
Multi-Sensing Detection Model:
In multisensing, more than one node has to be activated to detect the intruder in a 3D-homogeneous WSN.
Theorem 9:
An intruder will be detected immediately by multiple sensors when it enters the boundary of a 2D-homogeneous WSNs.
Proof:
In a multi-sensing detection model if an intruder enters the 3D-homogeneous WSN with the number of nodes n d and sensing range s r , then the probability that an intruder is detected immediately by more than one activated sensor node is given by, ( ) ∑ Proof: Let D MK be the maximum distance an intruder traverses before detection, then the probability P(D) that the intruder can be detected by more than one cluster head in a given 3D-homogeneous WSNs is given by,
VII. ALGORITHM
The data transmission in any type of network has to be routed securely and energy consumed for data processing has to be minimized. In order to achieve this one has to take care if any intruder is entering into the network to jeopardize the effects of data communication. The Node Selection for Intrusion Detection (NSID) algorithm is shown in Table II Phase 1: Node Deployment : A set of nodes is generated such that they have the same properties like sensing range, transmission range etc. Deploy minimum number of sensors $n$ to cover the network area uniformly and randomly. Before deployment, generate a global pool of keys using random function on a particular value. Eliminate if any values are repeated in the global pool. The local pools of keys are generated randomly from the global pool of keys. The global pool of keys generated must be greater than local keys. The global keys are then randomly selected from the pool of keys and are stored in the corresponding nodes. The local pools of keys generated are stored in the nodes that are deployed randomly. Suitable encryption and decryption algorithms can be adopted to ensure that global key pool is resilient to any types of attacks.
Phase 2: Cluster Formation: After the nodes are deployed randomly in the area of interest, a network topology is formed. Every node in the network sends a Hello packet to all its neighboring nodes. The neighboring nodes respond by sending an acknowledgment consisting of node IDs and its position in the network. This information along with various routing information like key-matches, next hop etc., are updated in every node in the neighbor table. When the keymatches between any two cluster heads, a secure path is established between the nodes. The sensor nodes in the network topology are divided into clusters of equal size. One node is elected as the cluster head in each cluster which senses the intruder and acts like a gateway to communicate with other cluster heads and sink node.
Phase 3: Selection of nodes for coverage:
This phase is responsible to select minimum number of sensors required to cover the area depending on both the sensing range and transmission range. A group of nodes are selected from each region with the nodes having minimum number of neighbors within the cluster, thus consisting of m nodes. The minnode function selects the number of nodes k to cover the total area. The value of k is calculated considering the total area and area covered by a single sensor node and number of sensor nodes participating in intrusion detection. While selecting nodes for the coverage, care has to be taken that it must be greater or equal to atleast the number of sensor nodes required for detecting the intruder.
Phase 4: Determining the location of the intruder and transmit information to base station:
The selected nodes along with its neighbors having a distance less than half the transmission range is removed from the cluster. This establishes good network connectivity and effective broadcasting. Instead, if all the neighbors are removed then there is a chance of loosing the network connectivity. So, selected nodes are intimated to activate its IDS module within the clusters. When an intruder either enters from the boundary of the network or is dropped in-between the network, the activated sensor node within the coverage area detects the intruder and determines its location and transmits information to the base station. This process is done by the activated node in the cluster and the information is passed on to the cluster head elected by the activated nodes. The cluster head then transmits the encrypted information to the base station communicating either directly or via other cluster heads in the network. Hence, the energy consumption is reduced when compared to all the nodes sensing the intruder and collecting information of its location and sending data to the base station. Hence, the lifetime of the cluster head is also increased. This phase is repeated until the intruder is located. k=1, ri=0, rj=0, n=50, p=40, max(i=j=1000) ; for i = n, i<n -ri, i++; for j = p, j<p -rj, j++; Generate all the nodes using rnd function; increment k; if (k>N) exit else repeat endif end Second Phase : Cluster Formation begin Find Neighboring nodes; if(distance between nodes <tr Find Neighbor function; Set sensing range(sr), node density(nd) and counter = 0; Perform the clustering considering all the sensors; for(k = 1 to N) group a set of nodes into clusters; cluster of size = m nodes; Broadcast Hello Message; Set all the nodes with the neighbor table and next hop; endif end Third Phase : Selection of nodes for coverage begin input : Sensing range, area covered by one sensor Determine number of sensors required to cover the area minimum node function(tr, sr) m < (Total area L*L/area covered by one sensor)*n; Generates k< area covered by one sensor node; Check if the selected number of nodes(m <= n); for( i = 1 to m) find the location x1 and y1 of the nodes; for( j = 1 to m) find the location x2 and y2 of the nodes. calculate the distance between the nodes d using d=sqrt(x2 -x1)^2 + (y2 -y1)^2 if(d< transmission range(tr) and tr>= sr) then m \pi sr^2 = k mod L^2; where, 0 <= k \pi sr^2 -1; elseiftr<sr; m \pi tr^2 = k mod L^2, where, 0 <k \pi tr^2 -1; increment count; include this node with corresponding cluster. else remove selected nodes(s, n) and repeat; output : minimum nodes selected to cover the area. 
VIII. IMPLEMENTATION
An intruder is defined as any moving object that enters into the WSNs area. When all nodes are detecting the intruder, the time required for the nodes to process data is more or they may not process the data resulting in the implementation attack. This results in the node failure of the network at the earliest and the node dies fast. There is a possibility that all nodes die simultaneously and also resulting in increase in consumption of energy. We have selected only few nodes for sensing and found that the above problem can be minimized. So the nodes are grouped into clusters and in each cluster one node is activated randomly to detect the intruder.
The remaining nodes are used for processing the data or any other applications. The detected information of the intruder is passed to the sink node. Using any cryptographic technique encrypts the information about the intruder and their location before transmitting to the sink node. This avoids any passive or active attacks that may be caused due to node compromise by the malicious nodes. The location of the intruder also can be determined by using more than one sensor. Simulation results proves that three sensor nodes (cluster heads) are sufficient to detect the intruder and its location. If more than three nodes are used for detection then the performance remains the same.
IX. SIMULATION AND EVALUATION (A) Simulation setup:
The simulation is performed in MATLAB. The topological area set up is for 500 sensors placed in a space of 1000*1000 meters. The node density is set as 0.0005 per square meter. The sensing range is varied from 0 to 50 meters and maximal allowable intrusion distance is 50 meters. The deployment of sensors is randomly and uniformly distributed.
(B) Simulation: Sensors are deployed in accordance with a uniform distribution in a square network domain. We are assuming that each sensor knows its neighbors and sink has the knowledge of each sensor and its neighbors. First, the sink executes the algorithm and selects a set of sensors which can cover the entire area. The intruder is allowed to move through the WSNs area starting from any point. These sensors activates its Intrusion Detection Module(IDM) and if it detects an intruder the information is passed to the base station. In multisensing we are considering whether the intruder is within the visibility of multiple sensors i.e., the sensors that is selected. So, the intruder has to be within the sensing range of atleast three sensors during multi-sensing of an intruder. Monte-Carlo simulation is performed and each data point shown in the graphs is average of 500 simulation results. The sensors are uniformly redistributed in the network domain for successive simulation runs. The analytical results are verified through simulation in MATLAB for single-sensing and multi-sensing detection models in WSNs by changing node parameters such as density, transmission range and sensing range.
(C) Performance Evaluation: The energy consumption and probability of detection are shown in the graphs. The results obtained from simulation are compared with the analytical model. Figure 10 indicates the number of nodes selected for Intrusion detection from the total number of sensors used for detection for a 2D-homogeneous WSNs. It is observed that the number of selected nodes is less than the total number of nodes. The selection of number of nodes decreases with increase in node density from 500 nodes. Figure 11 shows that the number of selected nodes is less than the total number of nodes in a 3D-homogeneous WSNs. But the number of selected nodes is greater compared to 2D-homogeneous network. The selection of the nodes decreases with the increase in node density from 550 nodes. Figure 12 demonstrates the number of nodes selected by the IDS module considering the Sensing Range and Transmission Range to be fixed at 45 and the density of the nodes is varied for a 2D-homogeneous WSNs. The number of nodes activated by its IDS module is determined by varying density of nodes in the given network. The results show that even if density of nodes in the area increases, the number of nodes selected for intrusion detection remains within a small range. The average number of nodes selected by IDS module considering Sensing Range and Transmission Range is 45 and the density of nodes is varied. Figure 13 shows that initially out of 400 sensors around 180 sensors were selected by the IDS module. Then, gradually there is decrease in number of nodes selected and then remains constant within a small range.
In Figure 14 , it is observed that, with increase in Sensing Range the probability of the intruder being detected by a Single Sensor increases and remains constant when the sensing range is around 40meters for a 2D-homogeneous WSNs. The simulated values are almost same as the theoretical values. For a 3D-homogeneous WSNs, the probability of detecting the intruder is around 0.6 which is more compared to 2D-homogeneous WSNs and the probability of detection is one when the sensing range is around 30meters as shown in Figure 15 . Figure 16 illustrates the effect of the increase in number of sensors to detect the intruder for a 2D-homogeneous WSNs. As the number of sensors is increased, the probability of detecting the intruder also increases. At zero, it is 0.2 when one node is sensing and 0.6 for three nodes sensing. The simulation was performed for 100 simulation runs and the numbers of nodes used for detecting the intruder were increased. It showed that a minimum of atleast three sensors is required for better detection and to determine the location of the intruder. Figure 17 indicates that for a 3D-homogeneous WSNs, the probability of detection increases with increase in the number of cluster heads sensing the intruder, i.e., for a sensing range of zero the probability of detection is 0.5 for single node sensing, 0.7 for two nodes sensing and 0.8 for three nodes sensing. Figure 18 and Figure 19 shows that the probability of detection using single-sensor is higher than multi-sensing-detection probability. This is because multi-sensing detection imposes a stricter requirement on detecting the intruder (e.g., atleast three sensors are required). The results illustrate the variation in the sensing range from 0 to 40 by performing 100 simulation runs for a 2D-and 3D-homogeneous WSNs. It is observed that single sensing is possible even at lower ranges, but sensing range is higher for multi-sensing or it takes some time to get the results. The results prove that atleast three sensors are required to detect the intruder. The values of probability detection are higher for 3D-homogeneous WSNs. The probability of single sensing is around 0.2 and for multi-sensing, it is 0.4, since atleast three nodes will be detecting simultaneously. to Transmission Distance for 3D WSNs. The information collected by sensor nodes has to be transmitted to the sink node. Therefore, communication has to be established between cluster heads. To achieve this, there should be sufficient transmission range values. Figure 20 shows that as the transmission range values increases, probability of communication between cluster heads also increases for a 2D-homogeneous WSNs. Once it reaches a particular value, say 50meters probability of transmission is same. Even if transmission range is increased it makes no difference in transmission of the information. The communication between cluster heads in a 3D-homogeneous WSNs is almost same as 2D-homogeneous WSNs as shown in Figure 21 . From the results we can observe that the communication between the cluster heads is higher since the number of clusters in a 3D-homogeneous WSNs is more. Hence, boundaries of transmission range of the clusters are closer. Figure 22 and Figure 23 analyzes energy consumption for 2D and 3D-homogeneous WSNs. Energy used by one node for a unit time is assumed as one unit. It is observed that minimum amount of energy is consumed, since all the nodes are not involved in detecting the intruder. The amount of energy consumed increases slightly for 3D homogeneous WSNs than 2D-homogeneous WSNs since more nodes are activated for detection. But it is still lower compared to the case when all sensors are sensing the intruder.
X. CONCLUSIONS
In this paper, the internal and external intrusion detection is minimized in an energy efficient way and probability of intrusion detection in a two dimensional and three dimensional spaces. We have developed a probabilistic model for intrusion detection and applied the same into single-sensing detection and multiplesensing detection scenarios for a 2D and 3D homogeneous WSNs. This model gives an insight to the required number of sensors in a given deployment area, their sensing and transmission range to securely detect an intruder in WSNs. The correctness of the analytical model is proved by simulation.
Here, only few nodes are activated for intrusion detection at any instant and only the cluster head is used for communication. The remaining nodes are used for other applications or processing. The details of the intruder and its location is encrypted and then transmitted to the sink. Internal IDS detects the selected nodes which transfers data between the nodes. Since the selected nodes activate the IDS for a long time, its energy will be lost resulting in early death of node. So, we randomly redistribute the nodes after certain period of time. The same concept can be extended for Heterogeneous Wireless Sensor Networks.
